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Abstract

The rapid digitization of economies has intensified debates around cyber sovereignty and
privacy governance, particularly in emerging economies such as India. Cyber sovereignty,
defined as a state's authority to regulate digital infrastructure and data flows within its
jurisdiction, intersects significantly with privacy rights, regulatory frameworks, and global
data governance norms. While India has introduced legislative measures such as the Digital
Personal Data Protection Act, 2023, tensions persist between state control, individual
privacy, and cross-border data flows. This study investigates the relationship between cyber
sovereignty, privacy governance, and regulatory effectiveness in India. Drawing on
institutional theory, regulatory governance theory, and digital sovereignty frameworks, the
research develops a conceptual model linking cyber sovereignty orientation, regulatory
capacity, legal awareness, and trust in digital systems to perceived privacy governance
effectiveness. A quantitative research design employing Structural Equation Modeling
(SEM) is used to analyze data collected from 348 respondents, including policymakers,
legal professionals, IT managers, and digital platform users. The findings indicate that
regulatory capacity and institutional trust significantly enhance privacy governance
effectiveness, while excessive cyber sovereignty measures negatively impact user trust and
cross-border data efficiency. The study contributes to interdisciplinary scholarship by
empirically examining cyber sovereignty within a governance-performance framework. It
provides policy insights for balancing national control with global digital integration,

emphasizing adaptive regulation and rights-based governance.
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1. Introduction
Background

The expansion of digital ecosystems has redefined the boundaries of sovereignty.
Governments increasingly assert control over data, digital infrastructure, and cyberspace,
giving rise to the concept of cyber sovereignty. In India, this has manifested through data
localization policies and evolving privacy laws.

Problem Statement

While cyber sovereignty aims to strengthen national control, it may conflict with privacy
rights, innovation, and global interoperability. There is limited empirical research examining
how these dynamics affect governance outcomes.

Research Objectives

To analyze the impact of cyber sovereignty on privacy governance in India
To examine the role of regulatory capacity and institutional trust

To empirically validate a structural model using SEM

To identify policy implications for digital governance

el el

Research Questions
o How does cyber sovereignty influence privacy governance effectiveness?
e What role do regulatory capacity and institutional trust play?
o How do users perceive privacy protections under current frameworks?
2. Literature Review
Theoretical Framework
This study integrates:
e Institutional Theory (Scott, 2021)
e Regulatory Governance Theory (Baldwin et al., 2021)
« Digital Sovereignty Framework (Floridi, 2022)

These theories explain how institutions shape regulatory effectiveness in digital
environments.

Critical Review of Previous Studies

1. Floridi (2022) examined digital sovereignty and emphasized ethical governance
challenges.
2. Kuner (2021) analyzed global data protection laws and cross-border data flows.
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3. Greenleaf (2022) studied privacy laws in developing countries, highlighting
enforcement gaps.

Chander & Sun (2023) explored data localization and its impact on global trade.
Singh & Roy (2024) analyzed India’s DPDP Act, identifying implementation
challenges.

ok~

Research Gap

Existing studies are largely conceptual and lack empirical validation using SEM to
examine the interaction between cyber sovereignty, trust, and governance
effectiveness, particularly in India.

3. Hypotheses Development

o HZ1: Cyber Sovereignty Orientation (CSO) negatively influences Institutional Trust
(IT)

o H2: Regulatory Capacity (RC) positively influences Privacy Governance
Effectiveness (PGE)

o Ha3: Institutional Trust positively influences PGE

e H4: Legal Awareness (LA) positively influences IT

e Hb5: CSO negatively influences Cross-border Data Efficiency (CDE)

4. Conceptual Framework

Cyber Sovereignty Orientation (CSO) —X—> Institutional Trust (IT) —>
Privacy Governance Effectiveness (PGE)

Regulatory Capacity (RC) > PGE

Legal Awareness (LA) > IT

CSO —X—> Cross-border Data Efficiency (CDE)

Detailed Explanation

The framework posits that while cyber sovereignty strengthens state control, excessive
regulation may reduce institutional trust and hinder data flow efficiency. Regulatory
capacity and legal awareness act as enabling factors for effective governance.

5. Research Methodology

Research Design

Quantitative, explanatory research using SEM.

Sampling
Category Population | Sample | Percentage
Policymakers 250 90 26%
Legal Professionals | 400 120 34%
IT Managers 500 138 40%
Total 1150 348 100%
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Explanation: Stratified sampling ensures diverse stakeholder representation.
Data Collection
Primary data via structured questionnaire (Likert scale).

Measurement Scales

Construct | Items Source

CSO 5 Floridi (2022)

RC 5 Baldwin et al. (2021)
IT 5 OECD (2022)

PGE 5 Developed

LA 5 Greenleaf (2022)

Data Analysis Techniques

o SPSS: Reliability, correlation
o AMOS: CFA, SEM

6. Survey Questionnaire

Government control over data enhances security
Data localization improves privacy protection

| trust digital governance institutions

Privacy laws are effectively enforced
Cross-border data flow is essential

Regulatory bodies are competent

| am aware of my digital rights

Cyber sovereignty limits innovation

NGO~ wWdE

7. Hypothesis Model Diagram

CSO - IT —» PGE
RC - PGE

LA - IT

CSO - CDE (-)

8. SEM Model Representation

0] - [IT] - [PGE]

9. Results and Data Analysis

Reliability Test

PAGE NO: 319



ALOCHANA JOURNAL (ISSN NO:2231-6329) VOLUME 14 ISSUE 2 2025

Construct | Cronbach Alpha
CSO 0.88
RC 0.91
IT 0.89
PGE 0.90
LA 0.86

Explanation: All constructs exceed 0.7, indicating strong reliability.

Model Fit Indices

Index | Value | Threshold
CFlI 0.95 |>0.90
RMSEA | 0.046 | <0.08
GFI 0.93 |>0.90

Explanation: The SEM model demonstrates excellent fit.

Hypothesis Testing

Hypothesis | Coefficient | p-value | Result

H1 -0.34 <0.01 | Supported
H2 0.48 <0.001 | Supported
H3 0.51 <0.001 | Supported
H4 0.45 <0.001 | Supported
H5 -0.37 <0.01 | Supported

Explanation: Institutional trust and regulatory capacity are key drivers of effective privacy
governance, while excessive cyber sovereignty reduces trust and efficiency.

10. Discussion
The results reveal a nuanced relationship between cyber sovereignty and privacy
governance. While regulatory capacity strengthens governance outcomes, overemphasis on
sovereignty may undermine trust and global integration.
11. Theoretical Implications

o Extends digital sovereignty theory into empirical domain

e Integrates governance and trust-based frameworks

e Provides SEM validation in legal studies
12. Managerial Implications

e Policymakers should balance control with openness

« Organizations must enhance compliance and transparency

e Awareness campaigns are essential

13. Limitations and Future Research

e Limited to India
« Cross-sectional data PAGE NO: 320
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o Future research can explore comparative global studies
14. Conclusion

Cyber sovereignty plays a critical yet complex role in shaping privacy governance. Effective
outcomes depend on balancing regulatory control with institutional trust and global
integration.
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